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Introduction
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Contacting HLI Systems

If there are any questions about the HLI Systems MailGuard, or if you have any other concerns, 
issues, or suggestion, please feel free to contact us at any time.

You may contact us directly via e-mail at hli@hli.net or via phone at (805) 277-0799.

mailto:hli@hli.net
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The Unwanted E-mail Problem

Unsolicited Commercial E-Mail (UCE), unsolicited bulk e-mail (UBE), spam, phishing, and 
unwanted e-mails. We've all heard these terms before, and anyone with an e-mail account has 
probably encountered their fair share of these unwanted e-mails.

Unwanted e-mail is an expense that most overlook. For example, if 20 e-mails a day were 
unwanted spam, and it took an average of 9 seconds to download them, read them to determine 
that they were unwanted, and finally move or delete them, in total, about 3 minutes per day would 
be wasted. Over one year, that would amount to almost 13 hours of lost productivity per user. In a 
business, multiply this by the number of employees, and you can see how much of an impact 
spam really has.

Businesses (or individuals) hosting their own e-mail server(s) must also account for the storage 
space that the unwanted e-mails require. On top of that, viruses, malware, spyware, and other 
malicious content need to be checked for, requiring additional software. Over time, other services 
are also impacted by dealing with unwanted e-mails, such as bandwidth, power consumption 
and electricity, containment in case of an outbreak caused by malicious e-mail, and added 
support costs. Individuals may have their identities stolen due to the phishing e-mails, or worse, 
their banks accounts drained.

For a better estimate on how much unwanted e-mails affect you, please try out our online spam 
impact calculator, available at http://go.HLI.net/spamcalc.

http://go.hli.net/spamcalc
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About the HLI Systems MailGuard Mail Protection System

The HLI Systems MailGuard Mail Protection System, or HLI MailGuard, is a custom designed 
solution created and developed by HLI Systems. Using a variety of techniques, processes, 
scanning engines, and custom code, the HLI MailGuard is able to help prevent unwanted e-mail 
from reaching your inbox.

Every day, we review the effectiveness of HLI MailGuard against unwanted e-mails, and keep up 
to date with the latest methods used by spammers and virus bots used to send out e-mails.

The exact mechanisms and methods used to scan every single message are proprietary, 
however, we perform up to 30 different tests on each and every message before it's considered 
possibly legitimate. And even then, we run an additional set of tests if it made it that far. When you 
login, or receive your Mail Protection Report e-mails showing what's in your quarantine or what 
has been delivered, this is only after hundreds, or sometimes thousands of other messages 
were prevented from making it that far.

For more details on how well the HLI MailGuard performs, we have our statistics available for 
public view, simply visit http://go.HLI.net/imss4stats. The "Blocked Connections" graphs will show 
how many possible e-mail messages were blocked or rejected by our proprietary filtering 
algorithms. The "Processed E-mails" combines two different volumes of e-mails: e-mails which 
made it past the filtering algorithms and will be passed on to you or other HLI Systems client, as 
well as e-mails which are being sent out by HLI Systems clients. Many of HLI's mail servers send 
their e-mail through the MailGuard filter process, this ensures that in case a user's account is 
compromised, or their system is infected, that we help prevent the spread of unsolicited 
messages. We can also notify or alert a user when we detect that they may be spamming.

http://go.HLI.net/imss4stats
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Important Spam Prevention Techniques

There are many anti-spam techniques and practices that can be employed to minimize the impact 
of spam. By using the HLI MailGuard system, we take out 99% of the spam you may receive, but 
sometimes there may be some that make it through.

Anytime a new sender sends you an e-mail you weren't expecting, be careful opening it. If your 
e-mail client shows or indicates that there's an attachment, it might be something harmful. 
Ensure that you have an updated anti-virus client running, and that it is able to scan and check 
e-mails.

Many viruses and malware attempt to forge e-mail addresses, sometimes under the guise of 
people you may know (as the malicious program has taken over their system and may be using 
their contact list). If you receive links to places that aren't familiar, or you receive attachments you 
don't know about, make an informed decision on what to do. Sometimes, the sender may not 
know anything is wrong (or the forged e-mail didn't even originate on their system).

Phishing e-mails are designed to trick you into revealing your personal information. Most of the 
time, these e-mails look like they might have come from an auction site you use, a social 
networking site, or even from your own bank. They usually also come with a time-limit or 
time-frame, adding to a sense of urgency. It's a generally accepted practice by most that personal 
information is never asked for via e-mail, and if you do receive such a request, to visit the website 
directly to see what the issue might be. The links you might receive in the e-mail should not be 
trusted as they may appear correct, but using domain tricks (such as slightly incorrect spellings, 
sub domains, or using IP addresses), lead to sites that aren't the place you think you're going.

Random contests or lottery wins are also ways that spammers will get you to reveal your 
information. E-mails might claim that you won a large sum of money, or have won a number of 
high value items. These e-mails tend to be fraudulent, and should be looked at closely before any 
action is taken.

Nigerian scams (or "you've just inherited money," or "we have to get rid of money") have been 
going on for years - long before the advent of e-mail. These types of e-mails usually have the 
same format, telling you that you are being contacted by a "long lost relative" or an "uncle" or 
"aunt" in Nigeria, and they need your help because someone passed away, leaving a large lump 
of money. Sadly, there are many people that still provide their information to these scammers.

Chain e-mails are also an annoyance, with claims that some large software company is tracking 
the messages, and if you send it to a certain number of people, you'll all get something in return. 
Any e-mail asking you to send it out to multiple people makes you part of the spam chain, and 
may result in you getting blacklisted.

In the end, it's still up to you, the recipient, on how you react to an e-mail you receive.
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Getting Started
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Welcome Email and Login Credentials

When your account is created on the HLI Systems MailGuard mail filter system, you will receive an 
e-mail welcoming you. This initial e-mail contains your login (which is your e-mail address) and a 
temporary password. If you have multiple e-mail aliases, you may receive multiple welcome 
messages (one per alias) depending on how your administrator has created your account. If you 
do receive multiple welcome e-mails, you can choose to link accounts together.

Welcome Email and Initial Login Credentials

Click the link (1) to visit the HLI Systems MailGuard website where you can login with your 
temporary login credentials. Your username (2) is generally your e-mail address. The password 
(3) provided is a temporary password. This password is secure and encrypted, but, to make 
things easier, you should change it.
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Logging On

To log into the HLI MailGuard system, the fastest way would be to use the Login Links found 
within your Protection Report e-mails (if you receive them). Otherwise, visit the HLI MailGuard 
login page using the link in your Welcome e-mail, and enter your credentials. If this is the first time 
visiting the site, you will need to use the initial login credentials from the Welcome e-mail.

If you have forgotton your username or password, your administrator should be able to help. If not, 
please contact us, and we will be able to assist. Keep in mind that passwords are encrypted and 
can not be recovered, they will have to be reset if forgotten..

Logging In

Enter your login credentials into the appropriate fields (1, 2), and click Login (3) to enter into the 
HLI MailGuard system.
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The Dashboard

Once you are logged into the HLI MailGuard Mail Protection System, you will be presented with the 
main dashboard, as well as the navigation links to other sections of the HLI MailGuard system.

Using your web browser, you will be able to explore the various areas with ease. Before 
attempting to change or reconfigure anything, it's advised to read through this manual, or ask your 
administrator. You can also choose to contact us in case you may have other questions or 
concerns not addressed here.

Main Dashboard Overview

On the main dashboard, visible after logging in, you will be shown a few things. Though it may 
appear overwhelming at first, it's easy to follow along and to understand.

(1) is the navigation bar. From this, you can access the main dashboard, statistics, settings, black 
and white lists, online help, and to logout.

(2) points out your mail cache contents. This will let you know what the MailGuard has processed, 
and how it has categorized it.

(3) lets you know your current filtering protection level. You can easily change the level right from 
the dashboard.
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Navigation Menus

The navigation menus are available on every page, and quickly get you into different areas of the 
HLI MailGuard system. Depending on your theme, the buttons may or may not be in the same 
position, or may or may not include text or other indicators.

Navigation Bar and Menu System

(1) = Home/Welcome. This will return you to the main dashboard page.
(2) = Statistics. This will show how the HLI MailGuard is currently performing for you or for the 
system as a whole.
(3) = Settings. From here, you have access to many configuration settings related to your account 
and to the filter performance.
(4) = White and Black List. Using this, you can see and modify your current list of blocked and 
allowed e-mail addresses.
(5) = Help. In case you don't know what a feature does, it may be described in the help.
(6) = Logout. Once you're done with your session, it's advised that you click the log off button.
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Managing Your Account 
Settings
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Settings

The Settings page is where you have access to various account related functions. These include 
adding multiple e-mail aliases, changing your login credentials, and even customizing your filter 
settings. Upon logging in, you will see the main welcome screen. Depending on your theme, it 
may look slightly different, however, the information presented will be the same.

Settings

In order to change your password, link multiple e-mail aliases to your account, change your filter 
settings, or even the theme (appearance), you will need to visit the Settings page.
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Changing Your Password

In order to change your password, you need to first login and visit the Settings page. If you have 
forgotton your password to login, you must contact your administrator, or HLI Systems. 
Passwords are encrypted in our system and can not be retrieved if forgotton. If you receive report 
e-mails with contents of your mail quarantine, the Log In link will take you directly to the HLI 
MailGuard system without the need to login manually from the login page.

Settings / Change Login Credentials

After clicking the Settings button (1), you must click the "Change Login Credentials" tab (2) in 
order to change your password. Enter your desired password and confirmation (3), and then hit 
the "Update Login Credentials" button (4) to make the change.
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Linking Multiple Email Addresses

To link multiple email addresses to a single HLI MailGuard login, you need to first visit the 
Settings page. The first tab, "Addresses" is where you are able to enter the credentials of your 
other accounts. Linking accounts together makes it easy to manage many aliases or addresses 
that you may have without having to login to each one separately.

This process only works if you have received a welcome e-mail with login credentials for your 
aliases or additional addresses. It is possible to have other accounts linked by the administrator 
(or HLI), in which case, you will not receive a welcome e-mail for the additional addresses, and 
you will not need to perform this action.

Settings / Addresses

To link addresses, you must click Settings (1), or, if already in Settings, click the Addresses tab 
(2). Enter the login credentials from the Welcome e-mail(s) you have received into the appropriate 
fields (3), and then click the "Add E-Mail Address" button (4).
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Changing Your Primary Account

In some instances, you may wish to change your primary account (if you have/use multiple 
aliases, and they are all associated under one login in the HLI Systems MailGuard). Reasons to 
change your primary account would be if your current address is not an account you receive 
e-mail for. In some situations, you might be designated to check the spam filter, but the account 
isn't yours. Or, you may wish to login using a shorter e-mail address if your primary address is 
very long. To make the change, you must first visit the Settings page (the Addresses tab is where 
you will find your aliases).

All quarantine reminders and other e-mail messages will be sent to your primary address. And if 
you manually login via the website, you can only do so using your primary account.

Settings / Addresses

Under Settings (1), the Addresses tab (2) will contain the list of accounts you have linked. Your 
current primary account is shown first (3). By clicking the "Make Primary" button in front of a 
different account, you will change which account you use to login (and receive reports at).
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Changing Site and Reminder Settings

With the HLI MailGuard, we allow you to customize the appearance (look and feel, or theme) of the 
site, as well as how often you receive your quarantine or protection report e-mails.

Settings / Misc

Under the "Misc" tab (2) found in Settings (1), you are able to control the way the site appears to 
you, as well as reminder options. Once you have adjusted settings as needed, click the "Update 
Miscellaneous Settings" button (3).
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Send Quarantine Reminder E-Mail

The "Send quarantine reminder e-mail" changes whether or not you will receive a notification 
when your mail filter cache has too many items in it. Generally, more than 100 items in your cache 
will trigger the reminder. This is not the same as the Mail Protection Report, and simply alerts you 
that you have too many items. Keep in mind that cached e-mails will expire, so it's recommended 
to check or clear your cache daily or weekly at most.

Display Graphic Charts

The HLI MailGuard can display statistics showing you how many items it has filtered and how they 
were classified (accessed via the Stats navigation menu item). By changing this setting, you can 
disable or enable the graphical charts which are shown in addition to the statistics. On some 
slow connections, or if using a smart phone, the display of the statistics page will be faster with 
this turned off.

Add Senders of Rescued Mail to Your Whitelist

When you rescue e-mail which is miscategorized as spam, you can have the sender 
automatically whitelisted. This is NOT recommended as it's possible for spammers and phishers 
to spoof or otherwise claim to be from that whitelisted address. This setting is provided for 
convenience to those that may be subscribed to mailing lists which might get categorized as 
spam based on the contents of the message.

Mail Items to be Displayed on Each Page

The number in this box will adjust how many e-mails are shown per page when you view your 
mail cache. Large values may affect the speed at which the cached e-mail pages are displayed. 
However, since operations are done per page, it may sometimes be necessary to increase this in 
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However, since operations are done per page, it may sometimes be necessary to increase this in 
order to process or clear your cached messages more quickly.

Mail Protection Report Interval

The Mail Protection Report is the e-mail you will receive from which you will be able to see what 
good e-mails and bad e-mails were sent to your account. This e-mail allows you to rescue 
messages, whitelist or blacklist users, or even report e-mail as spam if it wasn't categorized as 
such. If you choose not to receive this e-mail, you will need to login to the HLI MailGuard regularly 
in order to check your cache. More information on the Mail Protection Report is found later in this 
manual.

Display Language and Theme

If other languages are made available, the setting can be changed here. This will only change the 
way the HLI MailGuard web site is displayed, and not translate any e-mail reports or reminders.

The Theme of the site can also be change. Desert Sand is the default and is what is seen 
throughout this manual. Other themes are available, and the setting can be changed according to 
taste or access method, for example, via a smartphone.

Trim Non-email and Email Lines

The trim settings simply adjust the maximum number of characters displayed on the cache 
pages before displaying an elipses (...). This helps cut down the width of the pages, and can be 
adjusted based on personal preference. An example would be if an e-mail address was 
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adjusted based on personal preference. An example would be if an e-mail address was 
"verylongaddress@example.com" which is 27 characters long, it would be shown as 
"verylongaddress@e..." which is 20 characters long. Hovering the mouse over these shortened 
texts will display the full text.

Should Non-spam Items be Cached

This setting will control whether or not the HLI MailGuard keeps a copy of items which were not 
marked as spam in the cache. Enabling this setting will allow you to resend or redeliver good 
e-mail (or those marked good) if you accidentally delete them from your e-mail account, or they 
are marked or removed by a different e-mail filter process you may be running. Non-spam items 
are only cached for a short period of time, and should NOT be considered a backup of good 
e-mail, but only a temporary copy.
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Changing Your Filter and 
Protection Level Settings
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About the Filter Settings

The HLI MailGuard allows users to modify their filter settings. The default settings available using 
the "Current Protection Level" on the Main Dashboard, may or may not be adequate depending on 
your e-mail habits, or how your e-mail address has been used in the past. There are two different 
methods to change your filter settings. The easiest method is by adjusting the "Current Protection 
Level" on the Main Dashboard. However, for even more control, we allow you to change all 
aspects of filtering, including scoring, rules, and even turning some filtering engines on or off.

The filter settings only affect e-mails destined for your address(es) that have passed through our 
rigorous e-mail examination system.

Be aware that when you change filter rules and settings, that you may open yourself up to receive 
spam, viruses, or other harmful content. Or, on the other side, you may start to block legitimate 
e-mails, which may be just as bad. It's also possible to adjust the filter settings so that nothing 
gets cached, in which case, an incorrectly marked item won't be saved, and there will be no way to 
recover it.
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Filter Settings Detail

The filter settings allow you to customize the way in which the HLI MailGuard treats mail destined 
for your e-mail address. Though the easiest way to change your settings will be via the Current 
Protection Level on the Main Dashboard, advanced users can customize the settings to fit their 
needs.

Settings / Addresses / Edit

To access the filter settings, from Settings (1), click Addresses (2) if not already selected, and 
then the edit icon (3). If you have multiple e-mail addresses or aliases in your account, each 
address will have an edit icon. It is possible for each address to have their own unique set of 
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address will have an edit icon. It is possible for each address to have their own unique set of 
rules, or, you can edit one and have the settings applied to all of them.

Changing Filter Settings

When you have accessed the filter settings page, you will be presented with a number of color 
coded sections. Each section deals with different types of bad emails, and are detailed below. 
After your changes are made, click either the "Update This Address' Settings" (1) to only update 
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After your changes are made, click either the "Update This Address' Settings" (1) to only update 
the filter settings of the current address your are modifying, or click the "Update ALL Addresses' 
Settings" (2) to apply the filter settings to every address in your account. If you only have a single 
address in your account, either button will update your settings.

Filter Settings - Virus

The "Virus Scanning" option enables HLI MailGuard to inspect every e-mail you receive to make 
sure it does not contain any harmful viruses, worms, trojans, or dangerous macros. If you disable 
this feature, your mail will not be scanned for these harmful components. For the most part, this 
setting should always be enabled, but if you have some special need to collect viruses, you can 
disable virus scanning here to make sure everything gets through untouched.

Changing the "Detected viruses should be..." setting lets you specify whether virus-infected files 
should be quarantined, whether they should be explicitly labeled with special headers as viruses 
and delivered to you anyway, or if we should just delete them immediately after detecting them. If 
you set this to "Quarantined," the virus-infected e-mail will be placed in your quarantine area, 
where you can review it at your leisure, and recover any items that contain important information 
(in spite of the virus). Selecting Labeled causes the mail to be delivered to you, but with special 
headers inserted to warn you about the status of the mail. And with the "Discarded" option 
selected, any e-mail with a detected virus will be deleted immediately upon its detection. With this 
setting, you will not be able to recover anything.

Filter Settings - Spam

"Spam Filtering" lets HLI MailGuard try to determine whether e-mail you receive is legitimate mail 
or whether it is spam. A number of different spam-detection mechanisms are used, and an 
overall score is assigned to each e-mail, with higher scoring items more likely to be spam. By 
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overall score is assigned to each e-mail, with higher scoring items more likely to be spam. By 
adjusting the various score levels, you can define the level at which mail should be declared to be 
spam, and the level at which it should no longer be delivered to you. If you'd like to take advantage 
of spam filtering, enable this feature. On the other hand, if you'd rather receive your mail unfiltered, 
feel free to disable this feature.

Changing the "Detected spam should be..." setting lets you determine what happens to e-mail 
that the spam-checking tools identify as spam. If you select "Quarantined," any mail that exceeds 
your quarantine threshold score will be placed in your quarantine area, where you can review it at 
your leisure, and recover any items that were mistakenly classified as spam. Selecting "Labeled" 
instead causes the mail to be delivered to you, but with special headers inserted to warn you 
about the status of the mail.

"Add a prefix to the subjects of spam" will prepend "***SPAM***" to the subject line of any e-mail 
classified as spam so that you can more easily create filters in your mail program to catch such 
items and deal with them accordingly.

The "Add X-Spam: Headers when Score is >=" option lets you specify the minimum score a 
spam-filtered e-mail must achieve before it has 'X-Spam:' headers inserted. These headers 
provide information about the scoring process, including the list of rules that were used to score 
the e-mail, so this can be useful for figuring out why a particular e-mail did (or didn't) qualify as 
spam. If you'd like to see the headers on every e-mail, a setting of -999 will ensure that it's added 
to each e-mail. Conversely, if you don't want to see the headers at all, set this value to a higher 
figure (though not higher than the "Consider mail 'Spam' when Score is >=" score, below).

"Consider mail 'Spam' when Score is >=" lets you specify the score level at which an e-mail is 
considered to be spam, and labeled as such in the X-Spam headers. Note that this does not 
prevent the spam from being delivered to you, it merely marks the headers in such a way that your 
mail client can be configured to filter such mail (e.g. have your mail client look for "X-Spam: Yes"). 
This value should not be any higher than the "Quarantine Spam when Score is >=" score, below.

"Quarantine Spam when Score is >=" specifies the minimum score required to take action 
against spam. This value should be set at least as high as the "Consider mail 'Spam' when 
Score is >=" level. Any e-mail with a score at or above this level will not be delivered to you. This 
e-mail will instead be placed in your quarantine area, where you can inspect it at your leisure. If 
you're afraid of having valid mail filtered, increase this value; if you find you're still receiving too 
much spam for your liking, decrease this value.

Filter Settings - Attachments and Banned Files

"Attachment Type Filtering" tries to protect you from potentially malicious files included as 
attachments in incoming mail. Attachments that include executable files are particularly 
dangerous, and with some mail clients, bugs and vulnerabilities may cause some of these file 
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dangerous, and with some mail clients, bugs and vulnerabilities may cause some of these file 
types to execute automatically when received. Enable this setting for maximum protection; disable 
it if you're having trouble receiving certain file types from legitimate correspondents.

"Mail with dangerous attachments should be..." lets you determine what happens to mail that 
contains banned attachment types. If you select "Quarantined," the mail will be placed in your 
quarantine area where you can review it at your leisure, and recover any items you decide are safe 
after all. Selecting "Labeled" instead causes the mail to be delivered to you, but with special 
headers inserted to warn you about the status of the mail. And the "Discarded" option will simply 
delete the e-mail upon detection of a bad attachment type.

Filter Settings - Bad Headers

"Bad Header Filtering" looks for broken e-mail headers, or e-mail that is malformed and in 
violation of various Internet standards. Legitimate e-mail clients generate valid and complete 
header information, but the software spammers use often does not, so with this setting enabled 
you can further protect yourself against such e-mail. There aren't many good reasons to disable 
this feature, but if you want to be absolutely sure you're not blocking anything on the basis of 
broken headers, you can always disable this.

"Mail with bad headers should be..." determines what happens to mail that arrives with 
malformed headers. If you select "Quarantined," the mail will be placed in your quarantine area 
where you can review it at your leisure, and recover any items you want to salvage. Selecting 
"Labeled" instead causes the mail to be delivered to you, but with special headers inserted to 
warn you about the status of the mail. And the "Discarded" option will simply delete the e-mail 
upon detection of broken headers.
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Current Protection Level

With the HLI MailGuard, we allow you to quickly adjust your filter settings by modifying your 
"Current Protection Level." The levels shown (Off, Low, Medium, High) are simply various preset 
filter setting levels that we've designed.

When first logging into the HLI MailGuard, or visiting the main Welcome/Home page, your "Current 
Protection Level" will be shown. The default is set to High, though it's possible that your 
administrator may have adjusted this setting prior to creating your account. From the Main 
Dashboard, it's easy to simply adjust the current protection level to change your filter settings. 
Depending on your theme, the appearance (and the way the change is done) might be slightly 
different, but it will still be done from the Main Dashboard.

The Current Protection Level

The current protection level is shown in the upper right of the Main Dashboard when first logging 
in (or returning to the Welcome/Home page).

Changing the Protection Level from the Main Dashboard

By sliding the box (1) left or right (depending on your current protection level), or clicking the 
protection level you wish to set (off, low, medium, or high), you are able to change the filter 
settings in use. Once you have set your protection level, click the "Change Level" button (2) to set 
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settings in use. Once you have set your protection level, click the "Change Level" button (2) to set 
the new level. Other themes may present small check boxes, or radio boxes which accomplish 
the same thing.

Current Protection Level - High

When set to High, the protection level adjusts the filter settings to the above. The High setting is 
the recommended filter setting, and the default HLI MailGuard filter setting, though administrators 
can change the default applied when your account is created.
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Current Protection Level - Medium

On medium, the filter settings above are used. At this level, spam is only quarantined when it 
reaches a score of 999 (which is only applicable to test messages designed for the filter), which 
means that you will receive all spam e-mails. Also, both attachment filtering and bad header 
filtering are disabled.
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Current Protection Level - Low

At the low setting, all scan options other than virus filtering are disabled.
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Current Protection Level - Off

When set to off, the HLI MailGuard doesn't examine any e-mails at all destined for your account.
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Working with White and Black 
Lists
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Using White and Black Lists

The HLI MailGuard system features the ability to instantly accept or reject e-mails based on who 
they are from. Commonly known as whitelists (always accepted) and blacklists (always denied), 
you are able to ensure the action that the HLI MailGuard takes against these senders without any 
intervention on your part. No matter what content is detected, the white and black lists will override 
them. If someone on your whitelist were to send you spam or a virus, it would be allowed to pass 
through. Conversely, if someone on a black list sent you legitimate e-mail, it would be treated as 
spam.

As a general practice, it's best to only use whitelists after the same recipient has been marked as 
spam more than once (whether falsely, or if the e-mail is considered spam, but you would like to 
receive it anyway). Blacklists, though, can be used at any time since they work to stop e-mail.

Be aware that by adding an address to either list, the HLI MailGuard system will learn to treat 
similar messages as either good or bad (depending on what list you placed the sender in). If you 
were to get e-mail that may be considered spam from someone on your whitelist, you may begin 
to see spam of a similar nature making it through to your inbox. The same is true for the converse; 
if someone on the blacklist sends you legitimate e-mails, the system may begin to block similar 
types of legitimate e-mail from other senders.



VC Technologies Solutions, Inc. / 6085 King Driv e, Unit 102 / Ventura, CA 93003HLI MailGuard For End Users - 37

Adding Email Addresses to White and Black Lists

In order to take advantage of White and Black lists, e-mail addresses must be added to them. 
They can be manually added, or can be automatically added when viewing a message.

HLI Systems may add a global whitelist or blacklist entry as safety precautions against accidental 
e-mail blocks (e.g. reports), or to block known malicious spammers. Your domain's administrator 
may also add entries at the domain level. These entries will be shown, but cannot be changed or 
modified.

Manually Adding Entries

Once you are logged in, click the "W/B List" button (1), be aware that depending on your theme, 
the picture may be different, or there may not be any text. To add an e-mail address to the list, type 
their address in the e-mail address field (2) and then click the "Allow" or "Block" button (3). Hitting 
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their address in the e-mail address field (2) and then click the "Allow" or "Block" button (3). Hitting 
"Allow" will add the e-mail address to the whitelist, meaning it will always be accepted. By clicking 
"Block," the e-mail address will be added to the blacklist, and always be considered spam.

Modifying White and Black List Entries

If you wish to modify white and black list entries, while viewing the "W/B List" page, you can either 
change an address from white to black (or black to white), or remove them completely. In the 
example above, "my_friend@hli.net" is on the whitelist, which the green dot signifies (1). By 
clicking the "Block Address" button (2) to the right of the address, they will move from the whitelist 
to the blacklist, and by clicking the "Remove Rule" button (3), the address will be dropped from the 
whitelist completely. The same is true for the blacklisted address above, 
"this_is_a_spammer@baddomain.com" can be switched to the whitelist by clicking "Allow 
Address" (2) button or removed from the list with the "Remove Rule" button (3).
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Your Mail Cache and 
Quarantine



VC Technologies Solutions, Inc. / 6085 King Driv e, Unit 102 / Ventura, CA 93003HLI MailGuard For End Users - 40

What Happens to Your Email

When the HLI MailGuard system analyzes e-mail, it must determine what to do with it. If the e-mail 
was found to be good, it will simply send it along to the final destination, which is the e-mail 
server you might log into to download or retrieve your e-mail. However, what about the bad 
e-mails? The HLI MailGuard system, by default, will retain any e-mails that passed the preliminary 
checks, but appeared to be spam based on content, for up to 30 days.

Not all spam may be bad, and rather than discarding them, the HLI MailGuard system keeps 
them ready to deliver to your inbox. But remember, you must make sure you check your Mail 
Protection Report (if you receive it), or log in to the HLI MailGuard system directly to release any 
such e-mails.
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The Mail Cache Summary

Upon logging into the HLI MailGuard system, the first screen you will see will present you with a 
summary of the contents of the cached e-mail in your HLI MailGuard account. You can always 
click on the "Welcome" (7) button to access the summary page.

Understanding the Cache Contents

The HLI MailGuard categorizes mail into separate caches, which are shown when you log in. 
Depending on your theme, some elements may or may not appear as above, however, the 
categorization and listing will be the same.

(1) Lists the non-spam e-mail, or good e-mail. The HLI MailGuard system may retain your good 
e-mail for up to 7 days, however, please do not consider it as a "backup" for your e-mail, rather an 
emergency e-mail release feature. Click the "Report/Confirm" link or image to access these 
e-mails.
(2) Will display the number of e-mails that were considered to be spam. Click the 
"Report/Rescue" link or image to access these.
(3) Shows the e-mails which may possibly contain a virus, an attachment with a virus, or content 
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(3) Shows the e-mails which may possibly contain a virus, an attachment with a virus, or content 
that is linked to virus behavior. Be aware that by releasing these e-mails, you may be risking an 
infection on your system. We recommend that you have an up to date antivirus solution before 
releasing the messages in this cache. Click the "Delete/Rescue" link or image to examine the 
cache.
(4) Accesses the cache consisting of e-mail with banned file attachments. There are some 
attachments which may be considered malicious, or might require extra precaution, and by 
default, the HLI MailGuard system will block them, even if they are non-spam. Your domain 
administrator can change the way this feature functions as this will affect all users on your 
domain. To view the cache of these e-mails, click the "Delete/Rescue" button or image on that row.
(5) The final cache contains e-mail with bad headers. These e-mails were detected as having 
issues with how they were sent or e-mailed, which may or may not be bad. Sometimes, other 
e-mail programs or servers may add or remove information, sometimes adding malicious tags 
that may be able to attack vulnerable e-mail clients. Just like the banned file attachments, these 
may or may not be spam and, by default, aren't sent to your inbox. The domain administrator can 
also change this feature for the entire domain. Access these e-mail by clicking the 
"Delete/Rescue" button or image.

Lastly, (6) is the "Delete all items" button. This will remove all e-mails from all 5 caches. Use this 
button only after you are sure that you have rescued legitimate e-mail, if any, and are sure that you 
don't need to process or view any cached items. This will not train the HLI MailGuard system on 
the e-mails in the cache, and is recommended if you do not have the time, or are unsure on if you 
are classifying correctly.
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Viewing the Mail Cache

When viewing an e-mail cache, there are a number of things that can be done, whether to all the 
e-mails visible, or to an individual e-mail. It's important to understand what each element does as 
it may affect future e-mails. The HLI MailGuard system learns what spam and  non-spam are by 
using the reporting and rescue features available in the cache. By using the correct actions on an 
e-mail, the efficiency of the HLI MailGuard system will increase, thereby reducing spam you may 
still get, or decreasing the number of false positives (where the system stops legitimate e-mail 
from reaching you).

Each of the various caches will look the same, other than the colors that signify which cache you 
may be looking at (this might vary based on the theme or design elements).

The Cache View

At the top of the cache view, you will be told which cache you are looking at. Please bear this in 
mind while processing or acting upon any e-mail.

Under the title, you will see buttons (which are also shown at the bottom of the cached e-mail list, 
in a shortened format). These buttons act upon all e-mails selected with the checkboxes. Unless 
e-mails are selected, the buttons will not perform any action.
(1) "Confirm Non-spam" - by clicking this, the selected e-mails will be sent through the HLI 
MailGuard processing engine and learned as non-spam. The e-mails will then be deleted from 
the cache.
(2) "Report Spam" - this button will tell the HLI MailGuard system that the e-mails selected are 
definitely spam, and to learn them as such. The e-mails will be removed from the cache after this 
action completes.
(3) "Not sure - Delete" - perfoming this action on e-mails will do as the button states and simply 
delete them from the cache. The HLI MailGuard system will not learn them as spam or non-spam. 
Use this when you're unsure whether an e-mail is spam, or don't have the time to examine e-mail 
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Use this when you're unsure whether an e-mail is spam, or don't have the time to examine e-mail 
and simply want to remove the cached items.
(4) "Redeliver" - using this button will deliver or redeliver e-mails to your inbox. If viewing any of the 
caches other than the non-spam cache, please be aware of what e-mail you are releasing from 
the cache. This action does not delete the e-mail from the cache, and will not train the HLI 
MailGuard filter.

(5) Shows the checkboxes used to select e-mails, as well as the "Toggle" options (All, None, 
Invert). Use the toggle actions to quickly select many e-mails at once. "All" will check all the 
e-mails visible on the page, "None"  will deselect, and "Invert" will uncheck anything checked and 
check anything unchecked.

(6) Shows the column headers. The cached e-mails can be sorted by the headers by clicking on 
them. Use this to quickly sort the cached e-mails by a certain sender or recipient, by date 
received, by subject, or even by the score.

While viewing the list of items in the cache, keep in mind that your "trim character" settings will be 
applied here. You can reveal the full subject, sender, or recipient by hovering your cursor above 
the item (this relies on certain characteristics and technologies of web browsers, and may not be 
compatible with all).
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The E-mail View

When clicking on an e-mail in the cache view, a pop-up will appear showing the e-mail in detail. 
The buttons at the top are similar to those found in the cache view, but only affect the currently 
viewed e-mail.

There is one additional button, the "View Raw" button (1). This will show the e-mail as it was 
received by the HLI MailGuard filter, and may be useful for debugging purposes or for curiosity to 
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received by the HLI MailGuard filter, and may be useful for debugging purposes or for curiosity to 
see how e-mail arrives.

Below the buttons, the e-mail's scoring breakdown will be shown. This lists out some of the rules 
the e-mail may have triggered, the scoring value, and the explanation of the rule. The same rule 
may have different scores in different e-mails as they may take into account other factors and 
calculations before determining a score for the rule.

The E-mail View Continued

Scrolling past the list of triggered rules, more information is available, as well as the content of 
the e-mail. The view may appear similar to your e-mail or webmail view, as it may be more 
recognizable.
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recognizable.

By clicking on the "Toggle Header Detail" (1), the HLI MailGuard will display the headers of the 
e-mail being viewed. This, like the " View Raw" button, may help in troubleshooting, diagnosis, or 
can just be viewed for curiosity sake. Headers can reveal the origin of the e-mail, as well as any 
other destination in between before arriving at the HLI MailGuard.

Located under the "From" address are two easy access links, "Block this address" and "Allow this 
address" (2). These are quick access links that will add the sender's address to the blacklist or 
whitelist.

In the e-mail content view (3), you will see the basic content of the e-mail. The system will try to 
strip out any content of the e-mail that may affect the interaction with the HLI MailGuard e-mail 
viewer, or that may be considered a security issue. Any links in the e-mail will be disabled. Some 
e-mails may be HTML or graphical e-mails, and the links for these will be shown by hovering the 
cursor over them. Many phishing spam e-mails might print a legitimate domain's address, but 
using HTML, link to a malicious site. The HLI MailGuard will reveal the true destination of such 
links.



VC Technologies Solutions, Inc. / 6085 King Driv e, Unit 102 / Ventura, CA 93003HLI MailGuard For End Users - 48

Understanding the Mail 
Protection Report E-Mail
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About Your Mail Protection Report

Unless you were to login to the HLI MailGuard website every day, you may not know that e-mails 
intended for you had been blocked. As preventing spam is not simply black and white, it's 
important for you to be aware of the e-mails that were considered spam and held in  your 
quarantine cache. We make this easy and convenient through the Mail Protection Report, an 
automated e-mail generally sent twice a day, that contains a list of your mail cache.
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The Mail Protection Report

When you receive the Mail Protection Report, at a quick glance, you may wonder how to read 
through it. However, it has been laid out in an easy to follow manner, and we've described it below.

Overview

When you receive a report, the easiest breakdown is into three sections:

(1) Top - this reminds you of what the mail protection report contains, how to log in, and how to 
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(1) Top - this reminds you of what the mail protection report contains, how to log in, and how to 
disable the report if you no longer wish to receive it. We also include a legend or guide on what 
the various icons will do to the listed e-mail items.
(2) Middle - this section displays the various e-mails that the HLI MailGuard system processed, 
divided into the various caches. If you didn't receive any e-mail in a particular cache, that section 
will not be displayed.
(3) Bottom - from here, you can either clear out all of your cached content, or confirm that the HLI 
MailGuard processed all of the shown e-mail properly. Please make sure you read the 
information as to how it affects your future reports, and the accuracy of future spam or non-spam 
detection before clicking either button.

Mail Protection Report - Top

At the top of the Mail Protection Report, the first item you will encounter is a quick Log In link (1). 
This allows you to easily log in to the HLI MailGuard website without having to enter your 
username or password. The links within the e-mails do expire within a few days as a security 
precaution, so if you click on the link and are still required to log in, you may be viewing an older 
report.

We also include a legend of the action icons that are available in the middle section of the Mail 
Protection Report. The actions you can perform are based on whether the item is considered bad 
(spam, virus, banned file, bad header), or good (non-spam). Any other actions and in-depth 
processing are best done using the web interface.

On e-mails designated as bad (spam, virus, banned file, and bad header), you are able to:
(2) Release the message - this will confirm that the e-mail was not spam, and train the HLI 
MailGuard system as such, and then deliver the e-mail to your inbox.
(3) Whitelist Sender - this will allow you to quickly whitelist the sender that you see listed. This will 
not release the message, and is just for quickly adding an entry to your whitelist.

On e-mails designated good, you are able to:
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On e-mails designated good, you are able to:
(4) Report as Spam - this, when used on spam or bad e-mail that made it to your inbox, will tell 
the HLI MailGuard system that it should classify that e-mail as spam.
(5) Blacklist Sender - just like the whitelist sender option, this will quickly add the sender to your 
blacklist. No other actions will be performed.

Mail Protection Report - Middle

For the content of your Mail Protection Report, you will see the list of e-mails that the HLI 
MailGuard system processed. This e-mail report may or may not include all sections as shown 
above, so it's important to read the category (1) you are looking at. The e-mails will be shown 
separated by these categories, and the actions you can perform will vary.

(1) Category - please pay attention to this as it will inform of you the type of e-mails you are looking 
at.
(2) Action - for each e-mail listed, you are able to perform one of the available actions on it. This is 
done per e-mail, not for each section.
(3) Subject - this will print the e-mail subject of the message that was processed. If the e-mail 
was blocked, and you aren't sure of whether it should be released, clicking the subject will log you 
into the HLI MailGuard system and display the e-mail securely for you to examine. You can then 
decide what to do with th e-mail.
(4) Score - Just as with the web login, we list the score that the e-mail received. Only spam and 
non-spam e-mails have a score, and this may help identify scoring thresholds in case you need 
to adjust your Mail Protection Level, or if your domain administrator needs to adjust the point 
scoring threshold.
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Mail Protection Report - Bottom

At the bottom of the Mail Protection Report, we have included two quick access links. As the Mail 
Protection Report will arrive listing everything in your cache, it can become very long if you receive 
lots of e-mails. We have made it easy to quickly remove and delete all e-mails in your cache, or 
quickly confirm and delete all e-mails in your cache.

(1) Remove All E-mails  - clicking this will clear out everything in your MailGuard cache without 
reporting it to the HLI MailGuard system. This is recommended if you are unable to verify that each 
item in the report has been classified correctly. It may also be necessary to use this if your cache 
listing has increased dramatically and it would be difficult to go through each message. 
Remember, this does not remove the e-mail from your inbox, only from the HLI MailGuard cache.
(2) Confirm All E-mails - this action will tell HLI MailGuard that each of the e-mails listed in the 
report were accurately classified, and to learn about the types of e-mails for future reference. After 
the confirmation, it will then delete all the e-mails from your HLI MailGuard cache, and you will not 
see them on any future report. We advise that this button only be used if you believe that the HLI 
MailGuard system was able to separate your e-mail correctly, otherwise it may affect how the 
system treats any future e-mails destined to your account.
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